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Topics Today

● What is an ESP32?

● Why repurpose a product?

● How to get started & what is needed

● Where to find example code

● Examples!



What is an ESP32?

Image credit: screen snip from mouser.com

Add WiFi to a project for about $1, plus small amount of  PCB real estate. Chip is 5x5 mm!!

https://www.mouser.com/ProductDetail/Espressif-Systems/ESP32-C3?qs=iLbezkQI%252BsiMXe7tMG%252Bo%2FA%3D%3D


DigiKey has ESP32 maker.io content

Image credit: screen snip from    digikey.com/en/maker/platforms/e/esp32

http://digikey.com/en/maker/platforms/e/esp32


Adafruit:  learn.adafruit.com

Image credit: screen snip from   learn.adafruit.com

http://learn.adafruit.com


ESP32 Block Diagram

Image credit: Espressif ESP32 Series Datasheet

Wi-Fi 802.11

Bluetooth

RAM / ROM 

GPIO

UART / SPI / I2C

Hardware Accelerated Cryptographic Functions

https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_en.pdf


Over 200 devices
Each having different power, GPIO, RAM, Flash, etc

Image credit: Screen snip from https://products.espressif.com/#/product-selector

https://products.espressif.com/#/product-selector


Microcomputer vs Microcontroller

Often the distinguishing characteristic is “does it run one or many programs”. 

Well: 

Screen snip from:      x.com/jcmvbkbc/status/1655361863947808768

See also:   gojimmypi.github.io/ESP32-S3-Linux/

http://x.com/jcmvbkbc/status/1655361863947808768
http://gojimmypi.github.io/ESP32-S3-Linux/


Why?

              ?
Why repurpose a commercial product?



The obvious answer for Hackaday Attendees

IT’S FUN!



Beyond the Fun aspect… a product:

● Doesn’t do what you want

● Has known security vulnerabilities

● No longer supported by manufacturer



e-waste 

● 15,000 tons of e-waste every year in “Agbogbloshie”  (see links, below)

● Local companies send e-waste to the local landfills

● No end to examples

npr.org/sections/goats-and-soda/2024/10/05/g-s1-6411/electronics-public-health-waste-ghana-phones-computers

wikipedia.org/wiki/Agbogbloshie

http://npr.org/sections/goats-and-soda/2024/10/05/g-s1-6411/electronics-public-health-waste-ghana-phones-computers
http://npr.org/sections/goats-and-soda/2024/10/05/g-s1-6411/electronics-public-health-waste-ghana-phones-computers
http://wikipedia.org/wiki/Agbogbloshie


Remember when things would LAST?



Sony Dream Machine was Sony's long-running line 
of clock radios. The line was introduced in the early 
1960s and ran until the early 2010's

      - -   https://en.wikipedia.org/wiki/Sony_Dream_Machine

https://en.wikipedia.org/wiki/Sony_Dream_Machine


Squeezebox



Logitech Squeezebox



Ya, but no.



Oh, the irony



The list goes on…



Government Regulation? 

https://bhgs.dca.ca.gov/forms_pubs/sb_244_industry_advisory_english.pdf

https://bhgs.dca.ca.gov/forms_pubs/sb_244_industry_advisory_english.pdf


Repurposing: add or use existing

ENCLOSURE



Off-the-shelf enclosures!

youtube.com/@gojimmypi/videos      youtu.be/TmvaU6EQsAc

http://youtube.com/@gojimmypi/videos
http://youtu.be/TmvaU6EQsAc


My enclosure is less than ideal



Machining can be… challenging



Repurposing 

Reuse an awesome enclosure!

(and any built-in relays, sensors, power supply, display, etc.)



Custom enclosure for CNC Limit Switch
          “repurposing” includes “adding features”!

github.com/gojimmypi/CNC-Endstop/

http://github.com/gojimmypi/CNC-Endstop/


Arbitrary complexity, at home

gojimmypi.github.io/cnc-3018-makerbot-limit-switch-wiring/

http://gojimmypi.github.io/cnc-3018-makerbot-limit-switch-wiring/


How to get started

● Get an ESP32 dev board to practice

● Research product specifications

● Experiment, create prototype

● Have a security plan from BEGINNING



A few words on SAFETY



IMPORTANT: SAFETY

Working with electricity in the home: line power or “mains” voltages are dangerous and

CAN KILL YOU or START A FIRE or WORSE.
(this is not fun nor funny)

If you are inexperienced with working directly with this type of electrical equipment,

DON’T DO IT.  
Find a professional that can help; there are also plenty of battery-operated devices.

Proceed AT YOUR OWN RISK.

(I am not responsible for modifications that you make, and the resulting consequences)



Safety tips

● Never work on “live” equipment. Unplug from outlet

● Reach with one hand

● Use insulated tools

● Safety goggles;  it’s not only magic smoke that might escape!

● Rubber-soled shoes



Beyond Safety: Expected GPIO Power Up State

Original software may have set certain GPIO pins at startup time

Alternate software may have unintended and undesired actions 



ESP32 has both 5v and 3.3v

● Ensure the GND pin is connected

● Don’t power the ESP32 from the Serial Adapter, aka TTY USB

● Serial is 3.3v 

● Caution with stray wires & loose components



Get started without an ESP32 using QEMU

Screen snip from:  docs.espressif.com/projects/esp-idf/en/latest/esp32/api-guides/tools/qemu.html

http://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-guides/tools/qemu.html


Get started without an ESP32 - use Wokwi 

www.wokwi.com

http://www.wokwi.com


Sample Dev Board

External IPEX/U.FL Antenna

● Better range and signal strength

● Requires more space, extra cost

PCB Antenna

● Compact, low-cost

● Limited range



ulx3s.github.io

Image credit: Radiona.   See also: crowdsupply.com/radiona/ulx3s

http://crowdsupply.com/radiona/ulx3s


ESP32 is on the other side!

Image credit: Radiona



Side note on ULX3S: Hazard3 soft RISC-V

Image: screen snip from  github.com/Wren6991/Hazard3/

http://github.com/Wren6991/Hazard3/


Flashing: put program code on the device

● USB Port

● JTAG



🗲🗲 DANGER 🗲🗲

NEVER 
PROGRAM  A  DEVICE 

WHILE  CONNECTED  TO 

AC  “MAINS”  LINE  POWER



Tigard

https://github.com/tigard-tools/tigard

Image credit:   https://www.crowdsupply.com/securinghw/tigard

https://github.com/tigard-tools/tigard
https://www.crowdsupply.com/securinghw/tigard


JTAG Pins on ESP32

TDI -> GPIO12

TCK -> GPIO13

TMS -> GPIO14

TDO -> GPIO15

TRST -> EN / RST (Reset)

GND -> GND

See also:   gojimmypi.github.io/Tigard-JTAG-SingleStep-Debugging-ESP32/

http://gojimmypi.github.io/Tigard-JTAG-SingleStep-Debugging-ESP32/


Tigard has JTAG labels



Default Tigard Drivers: needs to be libusbK

Download Zadig at:  zadig.akeo.ie

http://zadig.akeo.ie


There are TWO interfaces



Some Espressif boards have JTAG included

See also:  gojimmypi.github.io/FTDI2232HL-Dual-Interface-fix/

http://gojimmypi.github.io/FTDI2232HL-Dual-Interface-fix/


JTAG on Windows - Troubleshooting

● Unplug & replug USB after updating drivers to libusbK

● Try lower speeds

● Ensure quality USB cable used; not charging “Power only”

● Drivers revert after Windows update

● See blog: 

                gojimmypi.github.io/Tigard-JTAG-SingleStep-Debugging-ESP32/

http://gojimmypi.github.io/Tigard-JTAG-SingleStep-Debugging-ESP32/


Software Tools

● Espressif ESP-IDF      idf.espressif.com

● PlatformIO                    docs.platformio.org/en/latest/platforms/espressif32.html

● Arduino                           docs.arduino.cc/hardware/nano-esp32

● Espressif Arduino     docs.espressif.com/projects/arduino-esp32/en/latest/installing.html

● VisualGDB                     visualgdb.com

http://idf.espressif.com
http://docs.platformio.org/en/latest/platforms/espressif32.html
http://docs.arduino.cc/hardware/nano-esp32
http://docs.espressif.com/projects/arduino-esp32/en/latest/installing.html
http://visualgdb.com


IDE = Integrated Development Environment

● Espressif IDE (ESP-IDF Eclipse Plugin)

● VS Code

● Arduino IDE

● Visual Micro (Arduino IDE for Visual Studio)

● VIM / VI / Nano / etc.

Many different IDE packages can be used



VisualGDB Extension for Visual Studio



JTAG Debug Settings: Tigard



Breakpoints

Single-step

Variable inspection

Register inspection

Code explorer

Call Stack

Output window

Project files

GitHub integration

Intellisense

Much more….

VisualGDB 



Device software

“File - New Project” ?

 



Device software

“File - New Project” ?

(probably not)



Apple HomeKit

github.com/AchimPieters/esp32-homekit-demo/

http://github.com/AchimPieters/esp32-homekit-demo/


How to secure your project communication

● Unlike the clock radio, many ESP32 projects will use network communication

● Old devices will have old, insecure  cryptographic features

● Use a commercial-grade open source cryptographic library such as wolfSSL for TLS 1.3



Examples run on wolfSSL

wolfssl.com/secure-your-apple-homekit-espressif-esp32-devices-with-wolfssl/



LIGHTWEIGHT.  PORTABLE.  C-BASED.
● Up to TLS 1.3 and DTLS 1.3
● 20-100 kB footprint
● 1-36 kB RAM per session
● Up to 20X Smaller than OpenSSL
● Long list of supported operating systems
● Certified FIPS 140-3, DO-178 Support, MISRA-C
● Best-tested crypto
● 24x7 Support
● Dual-licensed
● Secure boot, MQTT, SSH, TPM 2.0, JSSE, IDPS, commercial support 

for curl



Certified, commercial grade, open source

 

● github.com/wolfSSL/wolfssl

● wolfssl.com/espressif

● Dual licensed, free for makers (GPLv2)

● Custom licensing terms also available

http://github.com/wolfSSL/wolfssl
http://wolfssl.com/espressif


Any ESP32 can be
part of Apple HomeKit

     Tweet of Success  🎉



Post Quantum Cryptography

www.wolfssl.com/post-quantum-key-share-on-the-espressif-esp32/

http://www.wolfssl.com/post-quantum-key-share-on-the-espressif-esp32/


Wireshark to inspect network packets



Monitoring ESP32 packets

gojimmypi.github.io/Espressif-ESP32-WiFi-Port-Sniffing-DUT/

http://gojimmypi.github.io/Espressif-ESP32-WiFi-Port-Sniffing-DUT/


Consider a plain hub (not a switch!)

x.com/gojimmypi/status/1693438341000380824

http://x.com/gojimmypi/status/1693438341000380824


SSH on a Stick - Add functionality

Add features:

● Access your favorite UART

 

● ESP32 WiFi hotspot or station

 

● Login via network SSH

● Uses wolfSSH

github.com/wolfSSL/wolfssh-examples/tree/main/Espressif

http://github.com/wolfSSL/wolfssh-examples/tree/main/Espressif


The SSH project also works on the ESP8266

 gojimmypi.github.io/SSH-to-ESP8266/

http://gojimmypi.github.io/SSH-to-ESP8266/


Tasmota

Project Showcase

“Show and tell”

tasmota.github.io



Let’s try a multi-color Wi-Fi bulb. 

Image credit: screen snip: templates.blakadder.com/wyze_WLPA19C.html

http://templates.blakadder.com/wyze_WLPA19C.html


One might not ever guess there’s an ESP32 inside



Pop off the lamp cover

Image credit: Tasmota walk-through   imgur.com/a/wyze-bulb-color-UlB1Eux

http://imgur.com/a/wyze-bulb-color-UlB1Eux


What I expected

Image credit: Tasmota walk-through.   imgur.com/a/wyze-bulb-color-UlB1Eux

http://imgur.com/a/wyze-bulb-color-UlB1Eux


What I actually found



Nothing ever goes as planned

Expected vs Actual pics



● How easy is it to disassemble / reassemble?

● What, exactly will be the new purpose?

● Is there physical room for alternative or extra devices? 

● Will you need to use and existing or additional display?

● How to better plan for a repurposing project?

Lessons learned, ask yourself:



Find the FCC ID



Visit  www.fcc.gov/oet/ea/fccid

http://www.fcc.gov/oet/ea/fccid


Three or FIVE digits



Search with first 5 digits



Search Results!



OET Exhibits List



First photo would have been useful to see



Oh no,

So…This is all impossible?



Let’s look at another commercial product

Image credit screen snip from    amazon.com/gp/product/B0CQNYWNLT/

http://amazon.com/gp/product/B0CQNYWNLT/


ESP32 Inside!

Image credit screen snip from    kb.shelly.cloud/knowledge-base/shelly-plus-i4

http://kb.shelly.cloud/knowledge-base/shelly-plus-i4


Works only with Alexa. Let’s change that!

Image credit screen snip from:   kb.shelly.cloud/knowledge-base/shelly-plus-i4

http://kb.shelly.cloud/knowledge-base/shelly-plus-i4


Manufacturer with awesome docs!

Image credit: screen snip from    kb.shelly.cloud/knowledge-base/shelly-plus-i4

http://kb.shelly.cloud/knowledge-base/shelly-plus-i4


Easily disassembled, or not!



Reminder about safety



Remember “don’t power from USB TTY serial” ?



Does my USB-TTY work properly?



3.3v can come from a variety of sources



Consider an adapter board



Breadboard power supplies are not all equal



USB Breadboard supply

See also:  curiousscientist.tech/blog/usb-pd-decoy-breadboard-power-supply

Image Credit screen snip from: 

www.hackster.io/news/curious-scientist-takes-a-new-approach-to-breadboard-power-supplies-with-a-usb-pd-decoy-board-50e5f757d146

http://curiousscientist.tech/blog/usb-pd-decoy-breadboard-power-supply
http://www.hackster.io/news/curious-scientist-takes-a-new-approach-to-breadboard-power-supplies-with-a-usb-pd-decoy-board-50e5f757d146


Hold down GPIO-0  to ground the entire time from power up to flash completion.

Release jumper to ground, reboot.



Programming steps

WRK_IDF_PATH=/mnt/c/SysGCC/esp32/esp-idf/v5.2-master

. ${WRK_IDF_PATH}/export.sh

idf.py menuconfig

idf.py erase-flash -p /dev/ttys90 -b 115200

idf.py -p /dev/ttys90 -b 115200 flash



See the HomeKit LED on the Apple iPhone



Add the accessory. Not certified, add anyway!



Default code set in  idf.py menuconfig
The last digit is a “3”:



Wait a short time



Success!



COM port will show toggle “on”: true or false:

(active low: “off” will turn on the LED!)



TADA!



YAY!



Getting Started with wolfSSL on the ESP32

www.youtube.com/watch?v=CzwA3ZBZBZ8

http://www.youtube.com/watch?v=CzwA3ZBZBZ8


www.youtube.com/watch?v=04DGXkZ1IC4

http://www.youtube.com/watch?v=04DGXkZ1IC4


Beyond the ESP32

See:   gojimmypi.github.io/opendps-with-dps5015

             github.com/kanflo/opendps 

http://gojimmypi.github.io/opendps-with-dps5015
http://github.com/kanflo/opendps


Thank you



Thank you

● Hackaday

● SupplyFrame

● wolfSSL



Standing on the Shoulders of Giants



Slides and information will be available:

gojimmypi.github.io/Hackaday-Supercon-2024

(case sensitive)

http://gojimmypi.github.io/Hackaday-Supercon-2024

